3

Characterizing the

Existing Internetwork

According o Abraham Lincoln:

Tf we could first know where we are and whither we are tending, we could bet-
ter judge what to do and how to do it

An important step in top-down network design is to examine a customer’s existing
nerwork to better judge how to mest expectations for network scalabiliry, perfor-
mance, and availability. Examining the existing network includes learning abour the
topology and physical structure, and assessing the network’s performance.

By developing an understanding of the existing network's structure, uses, and behay-
ior, you can determine whether a customer’s design goals are realistic. You can docu-
ment any boulenecks or network-performance  problems, and identify
internetworking devices and links that will need to be replaced because the number
of ports or capaciry is insufficient for the new design. Identifying performance prob-
lems can help you select solutions to solve problems as well as develop a baseline for
future measurements of performance.

Most nerwork designers do not design networks from scratch, Instead, they design
enhancements to existing networks. Being able to develop a successtul network
design requires that you develop skills in characterizing an incumbent network to
ensure interopetability between the existing and anticipated nerworks, This chapter
deseribes techniques and tools to help you develop those skills. This chaprer con-
cludes with a Nerwork Health Checklist that documents typical thresholds for diag-
nosing a nerwork as “healthy.”
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CHARACTERIZING THE NETWORK INFRASTRUCTURE

Characterizing the infrastructure of 3 network means developing a nerwork map and
learning the location of major internetworking devices and necwork segments. I also
includes documenting the names and addresses of major devices and segments, and
idenrifying any standard methods for addressing and naming, Documenting the types
and lengths of physical cabling, and investigating architectural and environmental
constraints, are also important aspects of cha racterizing the neowork infrastructure,

Developing a Network Map

Learning the location of major hosts, interconnection devices, and network SEEMents
is a good way to start developing an understa nding of traffic flow. Coupled with data
on the performance characreristics of network segments, location information gives
you insight into where users are concentrared and the level of tratfic a nerwork design
must support.

At this point in the network design process, your goal is to obrain a map of the
aiready-implemented nerwork. Some design customers may have maps for the new
network design as well. If that is the case, then you may be one step ahead, but he
careful of any assumptions that are nor based on vour detailed analysis of business
and technical requirements.

Tools for Developing Network Maps

Not all customers can provide a detailed and up-to-date map of the existing network.
In-many cases, you need to develop the map yourself. Companies thar are constantly
working in “fire-fighting” mode do not have time ro proactively document the exise-
ing network,

Tor develop a network drawing, you should invest in a good network-diagramming
tool. Visio Corporation’s Visio Professional is one of the premiere tools for diagram-
ming networks, Visio Professional ships with templates for typical LANs and WANS,
icons for common network and telecommunications devices, and the ability to draw
WANs on top of a geographical map and LANs on top of a building or floor plan.

To create more detailed network diagrams, you can use the Visio Network Equipment
product, an add-on library of 10,000 manufacty rer-specific shapes with port-level
detail. If a customer has eq uipment documented in a spreadsheet or database, you can
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use the Visio Network Diagram Wizard to draw a diagram based on the nerwork-
equipment spreadsheet or database.

Some companies offer diagramming and network documentation tools that automat-
ically discover the existing nerwork. Pinpoint Software’s ClickNet Professional is one
such tool. ClickNet Professional uses various network-management protocols and
other mechanisms to automatically learn and docoment the infrastructure of a cus-
romer’s network, The tool automarically learns about internetworking devices and
workstations, including CPU type, software versions, amount of memory, and the
number of ports and nerwork-interface cards. The tool includes the ability to custom-
ize a network map with backgrounds, fioor plans, icons, and texr, Ir also supports
“whar-if” analysis to determine the impact of projecied petwork design changes.

NetSuite Development is another company that specializes in nerwor k-discovery and
design tools, NetSuite Professional Audit is similar to ClickNet i irs support for
automatic discovery. The information gathered in a discovery session can be linked
10 the NetSuite Advanced Professional Design application to populate a design sche-
matic. NetSuite Advanced Professional Design helps you design complex multi-layer

networks. The application provides access to a library of nerwork devices and
includes a validation engine to let you test some aspects of a network design.

What Should a Network Map Include?

Regardless of the tools you use to develop a nerwork map, your goal should be o
develop (or obtain from your customer) a map (or set up maps) that includes the
following:

* Geographical mnformation, such as countries, states or provinces, cities, and
CAMISES

» WWAMN connections between countries, states, and cities A
s Buildings and floors, and possibly rooms or cubicles
« WAN and LAM connections between buildings and berween campuses

s An indication of the data-link layer technology for WANs and LANs {Frame
Relay, ISDN, 10-Mbps or 100-Mbps Ethernet, Token Ring, and so on)

» The name of the service provider for WANs

» The location of routers and switches, though not necessarily hubs



36

Top-Diown Nerwork Design

* The location and reach of any Virtual Private Nerworks (VPNs) that connect
COTpOrate sites via a service provider’s WAN

* The location of major servers or server farms
* The location of mainframes
* The locarion of major network-management stations

* The location and reach of any virtual LANs {VLANS}. (If the drawing is in
color, you can draw al devices and SegEments within a particular VLAN in o
specific color. )

* The topology of any Arewall SECUTITY Systems
* The location of any dial-in and dial-our systems

* Some indication of where workstations reside, though not necessarily the
explicit location of each waorkstation

* A depicrion of the logical topology or architecture of the network

>

Whila docurmenting the netwark infrastructure, take a step back from the diagrams
¥ou develap and try to charactarize tha logical topalegy of the network as well as the
ehysical components, The logical topology illustrates the archite cture of the natwork,
which can be higrarchical or flat, structured or unstructured, laye red or not, and other
possibilities, The logical topology alse describes methods for connecting devices n
geometric shape, for #xample, a star, ring, bus, hub and spoke, or mash,

The logieal tapology can affect your ability to upgrade a network, For axample, a
flat topelogy does not scale a5 well as a hierarchical topelogy. A typical hisrarchical

implemant policies, and an 8ccess layer that connects users via hubs, switches, and
other devices, Logical topologies are discussed in more detail in Chapter 5, *Designing
& Network Topology.”
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Figure 3-1 shows a typical high-level nerwork diagram for an electronics manufac-
turing company. The drawing shows a physical topology, but it is not hard to step
back and visualize that the logical topology is a hub-and-spoke shape with three lay-
ers, The core layer of the nerwork is a 16-Mbps Token Ring nevwork. The distribu-
tion layer includes routers and bridges, and Frame Relay and T1 links. The access
layer comprises 4-Mbps and 16-Mbps Token Ring networks. An Ethernet network
hosts the company's World Wide Web server, As you can sce from the figure, the net-
work included some rather old equipment. The company requircd design consulra-
tion to select new technologies 1o eliminate performance problems caused by
Token-Ring bridges dropping frames.

e ———
Figura 3-1
Matwork dia-
gram for #n
efactromics
manufactue-
ing companty.
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PC running ’
Bridige Program e
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Characterizing Network Addressing and Naming

Charactenizing the logical infrastructure of a nerweark invalves dd.u:u.mcnti.ng_ any
strategies your customer has for network addressing and naming. Addressing and
naming are discussed in greater detail in Pare 11 of this book, “Logical Network
Design.™

When drawing detailed network maps, include the names of major sites, routers, net-
work segments, and servers. Also document any standard strategies vour cusromer
uses for naming network elements. For example, some customers name sites using air-
port codes. [San Francisco = SFO, Oakland = OAK, and so on.} You may find that a
customer suffixes names with an alias thar describes the rype of device, for example,
rir for router. Some customers use a standard naming system, such as the Domain
Mame Systemm {DNSY, for IP nevworks.

You should also investigare the nerwork-laver addresses your customer uses. Your
customer’s addressing scheme (or lack of any scheme) can influence your ability ro
adapr the nerwork to new design goals. For example, vour customer mighe use illegal
TP addresses that will need to be changed or translated before connecting to the Inter-
net. As another example, current IP subnet masking might limit the number of nodes
ina LAN or VLAN,

Your customer mighr have a goal of using route summarization, which is also calied
route aggregation or supernetting. Route surmmarization reduces routes in a routing
table, routing-table updare rraffic, and overall router overhead. Route summarization
also improves network stability and availability, becanse problems in one part of a
nerwork are less likely ro affect the whole internetwork. Summarization is most effec-
tive when address prefixes have been assigned in a comsistent and contiguous manner,
which is often not the case.

Your customer’s existing addressing scheme might affect the routing protocols you
can select. Some routing protocols do not support classless addressing, variable-
length subnet masking (VLSM), or discontiguous subnets. A discontigwons subnet is
a subnet that is divided, as shown in Figure 3-2. Subnet 108 of nerwork 10 is divided
into pwo areas thar are separared by network 192.168.49.0,

Characterizing Wiring and Media

To help you meet scalabiliry and availability goals for your new network design, it is
important to understand the cabling design and wiring of the existing network. Doc-
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#
Flgura 3-2

Anaxampde of
Area 0 -
142 168,480 :
Area 1 [ Area 2 ;
: Subnets 10108760 Hubnets 10,108.32.0- |

10,108,31.0 - 10.108.47.0

umenting the existing cabling design can help you plan for enhancements and identify
any porential problems. If possible, you should document the types of cabling i use
a5 well as cable distances. Distance informarion is pseful when selecting data-
link-layer technologies based on distance restrictions.

While exploring the cabling design, assess how well equipment and cables are labeled
in the current nerwork. The extent and accuracy of la beling will affect your ability to
implement and test enhancements the network.

Your network diagram should document the connections hetween buildings. The dia-
gram should include informarion on the number of pairs of wires and the type of wir-
ing {or wireless technology) in use. The diagram should also indicate how far
buildings are from one another. Distance information can help you select new
cabling. For example, if you plan to upgrade from copper 1o fiber cabling, the dis-
tance herween buildings can be much longer. (Selecting cabling is discussed in more
detail in Chapters 9 and 10.}

Probably the wiring (or wireless technology) berween buildings is one of the following:
* Single-mode fiber

« Mulri-mode fiber

Shielded twisted pair {STP} copper

Category-5 unshielded-rwisted-pair {UTP) copper

L

Coaxial cable
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Figure 3-3
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In most buildings, the cabling from a telecommunications closes 1o a wio TKStaTion is
approximately 100 meters, including the work-area wiring which is usualby just a few
meters. If you have any indication that the cabling might be longer than 100 meters,
you should use a tume-dumain reflectometer (TDR} o verify your suspicions, {TDR
functionality is included in most cable testers.) Many network designs are based on
the assumption that workstations are no more than 100 meters from the telecommu-
nications closet.

For each building, veu can fill out the chart shown in Table 3-1. The data that you
fill in depends on how much time you have to gather information and how impaortant
you think cabling details will be to your network design. If you do not have a lot of
iformation, than just put an X for each type of cabling present and decument any
assumptions {for cxample an assumption that workstations are no mofe than 100
meters from the telecommunications closer), If you have time ro gather more details,
then include information on the length and number of pairs of cables. 1f you prefer,
vou can document building wiring information mn a nerwork diagram instead of ina
table.

Table 3-1  Building Wiring
Building Same:

Lacation of telecommunicarions ol osers:

Location of cross-<conrect rooms and demarcatons
o exrernal nerworks:

Logical wieing topology (structured, star, bus, ring,
cenrralized, distributed, mesh, tree, or whatever fitsk:

Vertical Wirimg:

Coaxial Fiber 5TP Catagory 3 | Category & | Other
uTr uTp

Verticak Shafr 1
Verrical Shaft 2
Vertscal Shaft »
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Table 3-1 Building Wiring, Continued

Husrigumta! Wirsng: |

Coaxial Fiber 5TP Category 3 | Categery 5 | Other
uTe UTP
Flesar |
Flawear 2
Floscar 3
Flaacar o ]
Werk-Area Wirnng:
Coaxlal Fiber STP Category 3 | Category 5 | Other
uTpe uTe
Fleor |
Flosor 2
Flossr 3
Flewor 5

Checking Architectural and Environmental Constraints

When 'irl'l.'t'!ilij.’,.ll.'lng L':!|!:I|I|lig|1 pay arention 0 such environmental issues as the Priassi-
hiliey that cabling will run near creeks that could flood, railroad tracks on highwavs
where trathic could jostle cables, or construction er manofacturing areas where heavy
equipment or digging could break cables.

Be sure to derermine of there are any legal right-of-way issues that must be dealt with
before cabling can be put into place. For example, will cabling need to cross a public
street? WAll it be pecessary to run cables through property owned by other compa-
mies? Finally, for some wireless technologies, such as laser or infra-red, make sure
there aren’t any ohstacles blocking the line of sighe.

Within buildings, pay artention to architectural issues thar could atfect the feasibilicy
of implementing your network design. Make sure the following archirectural ele-
ments are sufficient to support your design:

* Air conditioning

* Heating

= Ventlanon
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* Power
* Prorecnion from elecrromagnetic mterterence

* Clear paths for wircless rransmission and an absence of confusing reflecting
surfaces

* Dowors that can lock
* Space for
—{Labling {conduirs)
—Tatch pancls
—Equipment racks

—Work areas for technicians installing and troubleshooting equipment

CHECKING THE HEALTH OF THE EXISTING INTERNETWORK

Studying the performance of the existing internerwork gives vou a baseling measure-
ment from which to measure new neework performance. Armed with measurements
of the present internerwork, you can demonstrace to vour customer how much better
the new internetwork performs once vour design 15 implemented,

Many of the network-performance goals discussed in Chaprer 2, * Analyzing Techni
cal Goals and Constraines,” are overall goals for an internetwork. Since the perfor-
mance of existing network segments will affect overall performance, it is importane
that you study the performance of exisnng segments to determine how to meet overall
network performance goals,

If an internerwork is 1oo large to study all segmenes, then vou should analyze the seg-
ments that will interoperate the most with the new nerwork design. Pay particular
attention to backbone networks and networls that connect old and new areas.

In some cases, a customer’s goals might be ar odds with improving nerwork perfor-
mance. The customer might want o reduce costs, for example, and not worry about
performance. In this case, vou will be glad that vou documented the original perfor-
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mance so thar you can prove that the network was not optimized to staet with and
vowr new design has not made perfirmance worse,

By analvaing existing nerworks, you can also recognize legacy systems that must be
incorporated into the new design. Sometimes customers are nof aware that ofder pro-
toculs are still running on their mternerworks, By capturing network tratfic with o
prowocol analyzer as part of your haseline analysis, vou can identify which protocels
are really running on the network and nor rely on custimers’ beliefs,

The Challenges of Developing
a Baseline of Network Performance

Developing an accorate haseline of 1 netwark’s performance is nor an easy task, One
challenping aspect is sclecting a nime o do the analysis. It is importane chae vou gl
cart a lot of time (multiple days) if you wanr the haseline 1o be accurate, If measore-
mienes are made over too short g timeframe, emporary errors APPEIT Mg signihcant
than they are.

In addieion o allocating sufficient time for g haseline analysis, it is also important to
find a typical rime peried ro do the analysis, A baseline of normal performance should
not include non-typical problems caused by exceprionally large traffic loads, For
example, at some companics, end-of-the quarter sales processing puts an abnormal
load on the network. In a rerail environment, neework traffic can increase five rimes
around Christmas time, Neswork eraffic w2 Weh server can unexpectedly increase as
much as MY times if the Weh site gets linked 1o other popular sites or listed in search
Engings.

In general, ercors, packeticell loss, and larency increase with load, To Beta meaningful
measurement of typical accuracy and delay, try to do your baseline analysis during
pertods of normal traffic load., (On the other hand, if vour customer's main goal is
impriwe perkoiiance during peak load, then be sure to study performance during
peak lxad. The decision whether o measure normal performance, performance dur.
ing peak load, or both, depends on the goals of the network design. )

Some customers do not recognize the value of studying the existing nerwork hefore
designing and implementing enhancements. Your CWsIomer’s expectarions for a
speedy design proposal might make it difficulr for you o take a step hack and insist
on time 10 develop a baseline of performance on the existing network. Also, your
other job rasks and goals, especially if you are a sales engineer, might make i imprac-
tical to spend days developing a precise baseline,
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The work yvou do before the bascline stepin the top-down nerwork design micthodil-
ogy can increase your cfficiency in developing 1 haseline. A good understanding of
your customer’s technical and husiness goals van help you decide how thorough to
make your study. Your discussions with vour customer on business goals can help you
idenrify segments thar are imporrant to srudy because they carry critical andfor back-
bone traffic. You can alse ask your customer o help vou identify typical segments
from which you can extrapnolare conclusions about othor segmenis.

Analyzing Network Availability

To document availability characrensoics o the existing nerwork, gather any STATISLICS
that the customer has on the mean tme berween failure (MTEF) and mean time o
repair (IMTTR) for the internctwaork as a whaole as well as major network segments,
Compare these statistics with infarmation vou have gathered on MTEE and MTTR
goals, as discussed in Chapter 2, “ A nalyeing Technical Goals and Conscraimrs.” Does
the customer expect vour new design to increase M TRF and decrease M TTR? Are the
customer’s goals realistic considering the current state of the nerwork?

Talk to the nerwork engineers and rechnicians about the causes of the muost recent and
most disruptive perinds of downtime. Acting like & forensic investiga rorn iy (o get
many sides to the story. Somenmes myths develop about what caused 2 nerwork out:
age. | You can usually ger a more accurate view ot problem causes from engincers and
technicians rhan from users and managers. |

You can use Table 3-2 to document availabibiry characteristics of the cureent
netwark,

Table 3-2 Availability Characteristics of the Current Network

MTEBF MTTR Date and Duration | Cause of

of Last Major Last Major
Dionawndine Davamntinme

Enterprise o 1

fas a whobe!

Sepment 1

Spgment X

Sepment 3

Segment o j
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Analyzing Network Utilization

Menwark wtilization is a measarement of how muech bandwidth is in use during a spe-
cific time interval. Utilization is commonly specified as a percentage of capacity. If a
network moniroring rool says thar network utilizaton on an FDDL segment is 70 per-
cent, for example, this means thar 70 percent of the 100-Mbps capacity 15 in use, aver-
aged over a specified timeframe or window,

Ditferent wols use ditferent averaging windows for computing network utilization,
Some tools ler the user change the window. Using a bong interval can be wseful for
reducing the amount of stanstical data thar must be analyzed, bur granulariny is sac-
rificed. As Figure 3-4 shows, it can be informative (though redious), to look ar a charr
that shows network utilization averaged cvery minute.

Figure 3-4 B ——
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| i
i 1
1

170400
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17:10:00 | |
: — :
i} 1 2 3 4 5 B T
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Figure 3-5 shows the same dara averaged over hour intervals. Note that the network
was not very busy so neither chart goes above seven percent utilization. Mote also that
changing ro a long interval can be misleading because peaks in rraffic ger averaged our
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ithe derail is lost). In Figure 3=4, you can see that the network was relarively busy
around 4:50 PM. You cannot sec this in Figure 3-3, when the data was averaged
every hour,

Figure 2-5
Nemwork whifés
Fation in hoer
intenals

Thima
g
=

! ]
Q 0.5 1 1.5 2 2.5 3 35 4 4.5
Liilization

As it rurns out, 4:50 PM was the nme of day that many of the network users rurned
their machines off and went home for the day. Each station leaving the Token-Ring
neework caused an error frame to be sent to the ring error monitor and a cunfigura-
tion frame ro be sent to the configuration server, causing the peak in nerwork utiliza-
tion. S0 the peak in network traffic wasn't really interesting in this case, unless vou
were spying on the workers to make sure they didn't go home before 5 PM! Usually
peaks in necwork unilization are something you want te know about when condugt-
ing a baseline analvsis. In general, you should record network wrilization with suffi-
gient granularity in ome to see shore-rerm peaks in network traffic so that you can
accurarely assess the capacity requirements of devices and segments.

Changing the interval to a very small amount of time, say 2 fraction of a second, can
be misleading also, however. Be wary of switch vendors who measure utilization on
vour network i millisecond increments and recommend that you update from a
shared medium to a swirched rechnology because short-term network urilization s
dangerously high, Te understand the concern, consider a very small tame sncerval. In
2 packet-sized window, at a time when a station i¢ cending rraffic, the urilizarion is
104 percent, which is what is desired.
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The siza of the averaging window far netwark utilizetion measarements depends on
your goals, When traublashooting network problems, keep the interval very small, eithar
rinules or seconds. A small interval helos vou recognize peaks caused by problems swsk
as broadcast storms or stations retransmitting very queckly due 10 a rmiscordiguied timer
For performance anabysis and basalining purposes. use an interval of 1 10 5 minutes. For
long-term |pad analysis, 19 determing paas hours, days, or months, set the nterval 1o 10
minutes.

When developing a baseline, i is usually a good idea to err on the side of pathering
too much data. You can always summariee the darka later, When characterizing ner-
wark utilizarion, use protocol analyzers or other monitoring touls o measure uriliza-
tin in 1t 5 minure intervals on each major nerwork segrment. If practical, leave the
monitoring tools running for ar least one or two rypical days. If the customer’s goals
include improving performance during, peak times, measure utilization during peak
times and typical times, To determine if the measared otilizanon is healthy, use the
MNerwork Health Checklist thar appears at the end of this chapter,

Bandwidth Utilization by Protocol

Dreveloping a baseline of nerwork performance should also nclude measuring uriliza-
tion from broadeast teaffic versus unicast wraffic, amd by each major protocol. As dis-
cussed in Chapter 4, “Charactecizing MNetwork Traffic,” some protocols send
excessive broadeast rraffic, which can serionsly degrade performance, especially un
switched networks.

To measure bandwidth utilization by protocol, place a protocol analvzer on each
major nerwork segment and fll our a chart such as the one shown in Table 3=3. 1f the
analyzer supports relative and absolute percentages, specify the bandwidth used by
protocols as relative and absclute. Relative usage specthes how much bandwidih is
used by the protocal in comparison to the total bandwidth currently in use on the scg-
ment, Absolite usage specifies how much bandwidth is used by the protocol in com-
parison o the rotal capacity of the segment (for example, in comparison o 10 Mbps
on Ethernet).



Chapter 3 * Characterizing the Existing Internetwork

&9

Table 3-3  Bandwidth Utilization by Protocol

! Ralative MNetwork Absoiute Netwark Brondeast/Multicast
Litilization Utilization Rate

A PPIL'T-\.H'Ik

DECner

Banyan
MethlOs
SMNA

Ehcr

Analyzing Network Accuracy

The previous chapter talked about specifying network accuracy as a biv error rate
'BER}. You can use a BER rester (also called a BERT) on serial lines 10 test the num-
ber of damaged bits compared o tortal hits.

Wich packet-switched nerworks, it makes more sense (0 MEAsUre frame (packet
errors because a whole frame s considered bad if a single bit is changed or dropped.
In packet-switched nerworks, a sending station calculates 2 cvclic redundancy check
{CRC) hased on the birs in a frame. The sending station places the va lue of the CRC
- the frame. A receiving station determines i a bit has been changed or dropped by
calcularing the CRC again and comparing the result to the CRC in the frame. A
frame with a bad CRC is dropped and must be recransmitted by the sender. Usually
an upper-layer protocol has the job of retransmitting frames thar do not get
acknowledged.

A prorocol analyzer can check the CRC on received frames. As part wof your baseline
analysis, you should track the number of frames received with a had CRC every hour
fur one or two days. Because it 1s normal for errors to ingrease with utilization, doc-
ument errors as a function of the number of bytes seen by the monitoring tool. A good
cule-of-thumb threshold for considering errors unhealthy is that a network should
not have more than one bad frame per megabyte of data. (Calculating errors this way
fers you simulate a serial BERT. Simply calculating a percentage of bad frames com-
pared to good frames docs nat account for the size of frames and hence does not give
a good indication of how many bits are actually gerting damaged.)
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Some network monitors let you print a report of the top 10 stations sending frames
with CRC errors. Token-Ring monitors ler ¥ou pring 4 report of the top 10 stations
sending error reports to the ring error monitor. You should correlate the information
on stations sending the most errors with information vou gathercd on network topol-
ogy o identify any areas of 2 network that are prome 1eerrors, possibly due ro ¢lec-
trical nowse or cabling problems.

Network prablems are usually not caused by the stations sending bad framas or arrar
reports. The stations reparting problerns are usually the "vigtims” not the “parpetratars.”
In the case of Taken Ring, the problem = usually caused by & station or cabling prablenn
upstrear from the station reparting the problem. In the case of Etharnat, it is more dithiouht
to pinpoint the cause of problems. With a tharpugh Ivastigation, however, you usually can
is0late a problematic area of the network where frames are darmaged by a bad repeater,
electrical probiem, cabling fault, or mishehaving network interface card.

In addition to tracking data-link layer errors, such as CRC errors, a baseline analysis
should include infarmation en upper-layer problems. A protocol analyzer thar
includes an expert system, such as Network Associare’s Sniffer nerwork analyzer,
speeds the identification of upper-layer problems by automarically generating diag-
noses and symproms for nerwork conversations and applications.

Accuracy should also include 2 measurement of lost packers. You can measure lost
packets while measuring response time, which is covered larer in this chaprer in the
“Analyzing Delay and Response Time™ section. When sending packers m measure
how long it takes to receive a response, document any packets that do not receive a
response, presumably because either the requesr or the response got lost, Correlare
the information about Jost packets with other performance measurements to deter-
mane it the lost packets indicare a need to increase bandwidth, decrease CRC errors,
or upgrade internetworking devices. You can also measure lost packets by louking at
statistics kepr by routers on the number of packets dropped from NPt o output
queues,
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Analyzing ATM Errors

The ATM Forum specifies ATM accuracy in terms of a cell error ratio (CER), cell loss
rario |:{_:|_R|1 cell musinsertion rate [CMR), and Et'l'd]’l:l.'!.' errored cell block raro
ISECBR).

The CER is the number of errored cells divided by the toral number of successfully
rransterred cells plus errored cells. The CLR is the number of lost cells divided by the
rotal number of transmirted cells,

CMER on a cennection is caused by an undetected error i e header ot a cell being
transmicted on a different connection. SECER occurs when more than a certain num-
ber of errored cells, lost cells, or misinserted cells are observed in a received cell block.
A cell flock is a sequence of cells transmitted consecutively on a given conrection.

If you do not have tools thar can measure cell errors, you can still check the perfor-
mance of an ATM nerwark by analyzing the level of frame errors and upper-layer
problems. With ATM, if a cell is lost or damaged, all cells comprising a complete
LAN/WAN frame must be rerransmirted. A good prorocol analyzer can measure
frame errors and upper-layer problems to help you characterize performance on an
inteenetwork that includes ATM segments.

Analyzing Network Efficiency

The previous chapter talked abour the importance of using maximum frame sizes (o
increase network efficiency. Bandwidth utilization is optimized for efficiency when
applications and protocols are configured to send large amounts af data per frame,
thus minimizing the number of frames and round-trip delays required for a transac-
tion. The number of frames per transaction can also be mimimized if the receiver is
configured with a large receive window allowing it to accept multiple frames before
it must send an acknowledgment. The goal is 1o maximize the number of data bytes
compared to the number of bytes in headers and in acknowledgement packets sent by
the other end of & conversation, Changing rransmit and receive packet-buffer sizes at
clients and servers can result in optimized frame sizes and receive windows.

To determine if your customer’s goals far network efhiciency are realistic, you should
use a protocol analyzer to examine the current frame sizes on the nerwork, Many pro-
tocol analyzers let vou output a chart such as the one in Figure 3-6 that documents
how many frames fall into standard categories for frame sizes.
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A simple way to determine an average frame size is to divide the toral number of
megabytes seen on a segment by the total number of frames in a specified timeframe,
Unfortunately, this is a case where a simple stavistical rechnique does not result in wse-
ful data. The average frame size is not a very meaningful piece of informarion. On
maost networks, there are many small frames, many large frames, but very few aver-
age-sized frames. Small frames consist of acknowledements and conrrol informarion.
Data frames fall into the large frame-size categories [if the nerwork has been opti-
mized]. A fine graph of frame sizes, such as the graph in Figure 3-7, helps demon-
strate this point,

Frame sizes typically fall into what is called a bimodal distribution, also known as a
camel-back distribution. There is a “hump” on cither side of the average but not
many values near the average.
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Metwark performance data 15 Joftan bimodal, miuti-modal, or skewed frpm the mean
{Mean is anothar word for average.) Frame size is ysually bimocdsl. Response Time from a

sarvar can also be bimodal, if sometimes the data rs quickly gvailabie from random-access

mamany (RARK) cache and sometimes the oata is retrigved from B SI0W machanical disk
drive.

When natwark-parformance data is bimadal, multi-modal, or skewed from the

fmean, you should docurment a standard deviaton with any measuraments of the meaan
Standard devighion is 8 maeasurement of Row widely data disperses fram tha rrean. If you
do nat have time to cakculate standard deviation, 2 graph of the data can illus trate thia chevic

ation, & shown in Figure 3-7 Figure 3.7 chows that very few gata points fall at the mean

and maryy data pomis i3]l in twa "humps” awey fromn the mean

Analyzing frame sizes can help you understand the health of a perworly, not just the
efficiency. For example, an excessive number of Ethernet runt frames (less than 64
bytes) can indicate 0o many collisions. It is normal for collisions to increase with uti-
lization that results from access contention. If collisions increase even when urilization

ﬂ
Figure 3-T
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dows not increase or even when only a few nodes are ransmaitang, there could be a
component problem, such as a bad repearer or nevwaork imrerface cacd.

Om Token-Ring networks, frames that are less than 32 byres are probably
media-access control (MAC) frames. Metwork stations use MAC frames to identify
themselves during the ring-poll process and to repore changes and errors. Too many
MAC frames can indicare a problem. {Knowing how many s “too many” requures a
previous baseline.) If the number of MAC frames seerns suspicious, view the contenis
of the frames on a protocol analyzer. Check for excessive error reports and beacom
frames. Beacor frames imdicare a serious problem on both Token Ring and FDDI
networks,

Analyzing Delay and Response Time

T verify that performance of 2 new nerwork design meets a customer’s requirements,
it 15 important to measure response time between significant network devices before
and after a new network design is implemented. Response time can be measured
many ways. Using a protocol analyzer, vou can look ar the amount of time berween
frames and get a rough estimate of response time at the data-link layer, transport
layer, and application laver. [This is a rough estimate becauss packet arrival times on
an analyzer can only approximare packer arrival times on end stations.}

A more common way 1o measure response time is to send ping packets and measure
the round trip time (RTT) o send a request and recerve a response. While measuring
RTT, you can also measure an RTT variance. Variasrce measurements are important
for applications that cannor tolerate much jirer, for example, voice and video appli-
cations. You can also document any loss of packets,

R

In an [P environment, a ping packetis an Internet Control Message Protocaol ICMP)
acha packet. To measure response time on ApplaTalk networks, use the ApplaTalk Echa
Frotocol (AEP). For Movell NetWare networks, you can use the Internetwork Packet Ex-
change {IPX} ping packet. When testing with an IPX ping, be careful 1o use the right ping
version. There is a Cisco Systems, Inc., proprietary IFX ping to which anly Cisco routers
respond, and a different IPX ping packet specified by Novell. Novell servers and Cisco
routers respond to the Novell IPX ping (as long as the Cisco routers are running a recent
wargion of the Cisco Internetwaork Operating System [I05] software).
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You can use Table 3-4 to document response time measurements, The table uses the
term node 1o mean rowder, server, client, ot mainframe,

Table 3-4  Response-Time Measurements

Mode A Node B MNode C MNode D
Node A S -
Mode B X
MNode C b
Modde [ X

Depending on the amount of time you have for your analysis and depending on your
customer’s network desipn goals, vou should also measure response time from a user's
point of view, On a typical workstation, run some representative applications and
measure how long it takes to ger a response for typical operations, such as checking
e-mail, sending a hle to a server, downloading a Web page, updaring a sales order,
printing 2 report, and so on. Measure how much rime a workstation @kes o boor

Sometimes applications or protocol implementations are notoriously slow or poorly
written, Some peripherals are known to cause extra delay because of incomparibilities
with operating systems or hardware. By joining mailing lists and newsgroups and
reading informarion in journals and on the World Wide Weh, you can learn about
causes of response-time problems. Be sure to do some testing on your own also,
though, since every environment s different.

In addirion to testing user applications, test the response time for system protocols,
for example Dorhain Name System {DNS) queries, Dynamic Host Configuration Pro-
tocol [DHCT) requests for an IP address, requests for a list of zones on an AppleTalk
nerwork, and so on. Chaprer 4, “Characterizing Nerwark Traffic,” covers protocol
issues i more detail,

Although your customer might not give vou permission to simulate network prob-
lems, it also makes sense to do some testing of response times when the nerwork is
experiencing problems or change. For example, if possible, measure response rimes
while routing protocols are converging afrer a link has gone down. Measure response
time during convergence apain, after vour new design is implemented, to see if the
results have improved. As covered in Chaprer 11, “Testing Your MNerwork Design,”
you can test nerwork problems on a pilot implementation.
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Checking the Status of Major Routers on the Internetwork

The fnal step in characterizing the existing internetwork is to check the behavior of
the major routers on the internetwork. This includes routers that connect fayers of a

hierarchical topulogy, backbone rourers, and routers that will have the most signifi-
cant roles inovour new nerwork design.

Checking the behavior and health of a router in¢ludes determining how busy the
router is [CPU urilization), how many packets the router has processed, how many
p:.clr_rl:_r. the rourer has 'JFUPPEd-. and the status of buffers and [UELEs, Your method
for assessing the health of a rourer depends on the rourer vendor and archirecrare. In
the case of Cisco routers, you can use the following Ciseo I0S commands:

show interfaces. [hsplays staistics for nerwork interface cards, mcluding
the input and output rate of packets, a count of packets dropped from inpur
and output queues, the size and vsage of guewes, a count of packets ignored
due o lack of PO buffer space on a card, and how often interfaces have
restarced.

show processes, Displavs CPU utilizarion for the last fve seconds, one
minute, and five minutes, and the percentage of CPU used by various pro-
cesses, including routing protocols, buffer management, and user-interface
ProCesses,

show buffers. Displays information on buffer sizes, buffer crearion and
deletinn, buffer usage, and a count of successful and unsuccessful attempts to
get buffers when needed.

You can also use the Simple Network Management Protocol {SMNMP) to check the
health of a router, Following is a list of vseful router performance variables in Cisco's
private extension to the Internet standard Management [nformation Base IF (ML 1)

-

BusyPer. CPU busy percentage in the last five-second period.

AvgBusyt, One-minute exponentially-decayed moving average of the CPL
busy percentage.

avgBusys. Five-minute exponentally-decayed moving average of the CPU
busy percentage.

LocIfInputBueuelbrops. The number of packers dropped because the input
queue was full,
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+ LocifOutputueusbrops. The number of packers dropped because the output
gueue was full,

s LocIfInignored. The number of mput packers ignored by the interface.

o ButferelMiss. The number of buffer-element misses, (You can also check
misses for small, medium, big, large, and huge buffer pools. )

« BuiferFail. The number of butfer allocation failures.,

To anabvze router health, vou aeed to check the variables listed above on a regular
basis over a few days. To ger a precise and complete portraval of roueer performance,
a long-term study {lasting 2 few weeks or months) should be done, wsing some af the
tools mentioned in the next section and in Chapter 8, “ Developing Metwo rk Security
and Merwork Managemens Strategies.” (As a nerwork designer it is probably not
vour job to do the long-term study, You should encourage your customer Lo AsSIgN
network engineers or consultants to the job of proactively studying long-rerm router
performance. )

TooLs FOR CHARACTERIZING
THE EXISTING INTERNETWORK

This chaprer has already menrioned some tools for characterizing an cxisting net-
work, including network-discovery 1ools, protocol analyzers, SNMP tools, and Cisco
105 commands. To help vou select tools, this section provides more informarion on
reols,

Protocol Analyzers

A protocol analyzer 15 a fault-and-performance-management tool that caprures net-
work traffic, decodes the prorocols in the caprured packers, and provides statistics to
characrerize load, errors, and response rime, Some analyzers include an expert system
that automatically idenrifies network problems.

One of the best knewn protocol analyzers is the Sniffer Network Analyzer from Net-
work Associates, Inc. {Network Associates purchased Merwork General, the original
manufacturer of the Sniffer Network Analyzer, in 1997). The Sniffer nerwork ana-
lyzer decodes hundreds of protocols and applies expertan alysis to diagnose problems
and recommend corrective action. Because the Sniffer nerwork analyzer has been on
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the market longer than most other analyzers, it has the most sophisticated protocol
decoding and expert systemn.

Another notewaorthy protocol analyzer s EtherPeck from the AG Group. The AG
Giroup has versions of EtherPeek for the Macintosh operating system, Windows 95,
and Windows NT. Because the AG Group developed ErherPeek for the Macintosh
first, it is very easy to use and install. EtherPeek decodes all major protocols and
includes a nice feature for displaving in real time a tree seructure of proocols within
protocols, EtherPeek includes plug-in modules for expert analysis.

Remote Monitoring Tools

The Interner Engineering Task Force (IETF) developed the Remote Monitoring
(RMON} MIB in the early 1990s 1o address shor tcomings in the standard SNMP
MIBs for gathering statistics on data-link and physical-layer parameters. The [ETF
developed the RMON MIB to enable network managers to collect teaffic staristics,
analyze Ethernet problems, plan nerwork upgrades, and tune nerwork performance,
In 1944, Token-Ring statistics were added. Other types of staristics, for example,
application-layer and WAN statistics, are under development.

RMON facilicates gathering statstics on the following dara-link-layer performance
factors:

= CRC errors
* Ethernet collisions
* Token-Ring soft errors

* Frame stzes

The number of packers in and out of a device
* The rate of broadcast packers

The RMON MIB alarm group lets a network manager set thresholds for network
parameters and auromatically deliver alerts ro management consoles. RMON also sup-
ports capturing packets and sending the caprured packets w a nerwork-management
station for protocol decoding, RMON is discussed in more detail in Chapeer 8, “Devel-
oping Network Security and Network Management Strategies.”
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Cisco Tools for Characterizing an Existing Internetwork

Cisco has a complete range of rools for characterizing an existing internetwork, rang-

ing from the Cisco Discovery Protocol to sophisticared Netsys tools.

Cisco Discovery Protocol

The Cisco Discovery Protocol (CDP) specifies a method for Cisco routers and
switches to send configuration informarion to each other on a regular basis. Analyz-
ing CDP data can help you charactenze the topology of an existing netwiork
jalthough you should use more sophisticated toals for large nerworks). If you enable
COP on a router and neighboring routers, you can usc the show cdp neighbors
detail command to display the following information about neighboring routers:

= Which protocols are enabled

o Metwork addresses for enabled protocols

The numbcer and tvpes of interfaces

The rype of plarform and its capabilities

o The version of Cisco 105 sofvware

Enterprise Accounting for NetFlow

Cisco Enterprise Accounring for NetFlow can help you understand bandwidth usage
and allocation, quality of service {(QoS) levels, router usage, and router port Usage.
NetFlow accounting recognizes nebwork flows and characterizes network and router
usage by vser (1P address), application, and deparment.

Netsys Service-Level Management Suite

The Cisco Netsys Service-Level Managemene Suite enables defining, moniroring, and
assessing network connectiviry, security, and performance. The Cisco Nersys Perfor-
mance Service Manager is particularly useful for characterizing an existing network
a5 part of a network design proposal.
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CiscoWorks

CiscoWorks is a series of SNMP-based internetwork management sofrware applica-
tions to allow device monitoring, configuranion maintenance, and rroubleshooting of
Cisco devices. Health Monitor is a CiscoWorks application that lets you view infor-
mation about the status of a device, including buffer usage, CPU load, available mem-
ory, and Pr:][uuuls and interfaces 11:.-i.:|1j_..1 used. Threshold Manager allows vou to ser
RMON alarm thresholds and retrieve EAON event information. You can ser thresh-
olds for nerwork devices using Cisco-provided default or customized policies.

CiscoWorks Blue Internerwork Performance Moaonitor (IPRY provides mechanisms 1o
isolate performance problems, diagnose latency, perform trend analysis, and deter-
mine the possible paths berween two devices and display che performance characrer-
istics of each path. Performance measurement capability is supported for both [P and
Systemns Metwark Archirecrure (SMA) session paths.

Other Tools for Characterizing an Existing Internetwork

You can search the Web to learn more about the following ools thar have become
industry standards for monitoring network and router performance,

The Proactive Management family of products from Nerwork Associates consists of
the RourerPM rool for monitoring Cisco routers, RouterPM Blue for SNA nerworks,
SwirchPM for Cisco switches, and FrameRelayP8 for muols-vendor frame relay
devices. The Proactive Management tools let you use a Web browser to view seatistics
and reports about router and network usage, and identity and resolve enterprise-wide
performance and capacity-planning problems.

In April 19%6, the Internet community awarded Ment Network, Inc, a grant
develop a freeware, rurn-key nerwork statistics package tor managers of Internet sies,
Merit Metwork, Inc., gained a reputation for expertise in network management
because of its successful management of the NSFNET backbone of the Interner. The
MNerwark Statistics Collection and Reporning Facility {NetSCARF) team ar Merir devel-
oped the Scion software package, which collecrs network-management information
from nerwork routers and makes the information available in HTML (Web) format,

The Multi Router Traffic Grapher (MRTG) is 2 tool for monitoring nerwork traffic
load and other performance charactenistics of a roured nerwork, MRTG gencrates
HTML pages containing GIF images that provide a live (real-ime) graphical repre-
sentation of nerwork traffic. METG is based on the Perl seripting language and O pro-
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gramming language and runs on the UNIX and Windows NT operating systems.
Mrlng.r sires around the warld use MRTG o p'rna.ctjl.-el_-,- Manage netwo rk traffic. mon-
itor {os commitments, and bill customers based on network usage, MRTG is avail-
able under 3 GNU public license. The only thing thar author Tobias Octiker asks
users to do 15 send him a picture postcard. (The author lives in Zurich, Switzerland.
A search on the Web can find his most recent address,)

The Cooperative Association for Internet Data Analysis {CAIDA) maingaims a taxon-
omy of network measurement tools. The group’s focus is research and nerwork
design tools, rather than operational network managemene, so the taxonomy is quite
relevant o the discussions in this chaprer. For more information on the CAIDA rax-
onomy, go to the Web site wws . caida.org/ Tools/ taxenoy, htal,

Also, several mailing lists discuss rraffic measurement and analysis tools, including
the Internet Stavistics Measurement and Analysis (ISMA) mailing list and the IETF
Interner Protocel Performance Metrics (IPPM) working group mailing list. To sub-
scribe o the 1SMA mailing list, send mail to issa-requestinlanc.net., For more

informanen on the IPPM working group, see the group’s Webk site arn:
ig.advanced.org/IPPM/,

NETWORK HEALTH CHECKLIST

Tou can use the following Nerwork Health Checklist 1o assist you in verifying the
health of an existing internetwork. The network health checklist is generic in nature
and documents 1 best-case scenario. The thresholds might not apply to all nerworks.

O The nerwork topoelogy and physical infrastructure are well docum enred,

O MNetwork addresses and names are assigned in a structured manner and are
well documented.

0O Nerwork wiring is installed in a structured manner and is well labeled.

O Metwork wiring between relecommunications closers and end stations is
generally mo more than 100 meters,

O Metwaork availability meets current customer goals.

0 MNerwork security meets current customer goals,
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Mo shared Ethernet segments are becoming saturated, {50 peErcEnt average
network urilization in a 10-minute window, )

Mo shared Token Ring segments are becoming saturared. {70 percent averape
nerwork utilization ina 10-minure window. |

No shared FDDI segments are becoming saturared, {70 percent average
network unlization in a 10-minute window. )

Mo WAN binks are becoming sarurated. {70 percent average nerwork uriliza-
rion in a 10-minure window.]

N segments have more than one CRC error per million bytes of data.

On Etherner segments, less than 0.1 percent of packets are collisions, There
are no lare collisions.

Un Token Ring scgments, less than 0.1 percent of packees are sott errors not
relared 1o ring insertion. There are no heacon frames.

Broadcast traffic is less than 20 percent of all traffic on each network
segment. (Some networks are more sensitive to broadeast rraffic and should
use & 10 pereent threshold.)

Wherever possible, frame sizes have been optimized 1o be as large as pussible
for che data-link laver in use.

Mo routers are overutilized. (Five-minute CPU wrilization is under 75
percent. )

On an average, routers are not dropping more than 1 percent of packets. (For
nerworks thar are intentionally oversubseribed o keep costs low, a higher
threshold can be used.)

The response time between clients and hosts is menerally less than 100 milli-
seconds {1/10 of a second),
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SUMMARY

This chapter covered techmiques and tools for charactenizing a nerwork befere design-
ing enhancements to the nerwork. Characrerizing an existing network 15 an important
step in top-down network design because it helps you verify that a customer's techni-
cal-design goals are realistic. It also helps you understand the current topolagy and
locate existing network segments and equipment, which will be useful information
when the time comes 1o install new equipment. As part of the rask of characrerizing
the existing network, you should develop a baseline of current performance. Bascline
performance measurements can be compared [0 new medsurements once your design
is implemented to demonstrate to your customer that your new design { hopefully)
IMproves performance,



