5.4.1.4.  Central Network Management and Administration

1. Bidder should provide central network management solution which will enable managing all active network devices identified in the network.
2. Bidder should provide administration tools so that network would be manageable up to port level.  In addition to that it should provide graphical interpretation of functional status of the network equipments. 
3. Specific service level should be available for the demanding applications and bandwidth of the network should be centrally manageable and monitored.
4. Access to the network devices should be available through a secured process to ensure health of each and every network devices and servers
5. All the network equipments should be configured with user accounts, which can be managed centrally. Also VPN access and firewall policy administration should be done centrally. 
6. SUN Management Centre is already implemented to monitor Sun Servers.  A separate management network is required for this purpose. 
7. Detailed network diagram with IP plan should be provided.
8. Network management center should support Intrusion Detection and monitoring, content scanning and network status remotely.
The design shall meet the following technical specifications for the Network Management System

5.4.1.4.1.  General Requirement For Enterprise Management Software
1. The modules/products should be from a single product family/suite so as to ensure the integration and high level of data exchange between various layers.
2. The product should be based on a open standard RDBMS.
3. It should have an object-oriented, open, and extensible set of common services. These common services should offer a rich and comprehensive set of robust management functions such as event management, Calendaring etc.
4. All the alerts/events from distributed infrastructure should be consolidated and integrated to a centralized event console and processed based on the preset policies. Events should be properly coded on the GUI based on severity. It should offer Event management as an integral part of the solution.
5. Based on the preset policies set in the event management, it should have ability to send alarm notification messages through pager, email, or SMS for exception scenarios. It should also enable automatic registration of helpdesk trouble tickets based on event messages collected in the central event console from error conditions / proactive threshold violations identified through distributed network resources. The policy definition to trigger alert should be GUI based operation and should not have any programming language dependency
6. It should provide advanced event correlation and root-cause analysis.  

It should be in a position to correlate and analyse enterprise-wide events to quickly identify and understand the origin of a problem. It should be rules-based and work in conjunction with event management. It should assist in root cause determination and help prevent flooding of non-relevant console messages. The GUI should be easy to use, intuitive and easy to navigate. It should offer features of progressive disclosure as well as propagation of status/severity. It should have Windows Explorer-like look and feel that would allow for easy understanding of status changes.  For easy navigation and ease of use ideally the left pane should provide for navigating the store of enterprise data, while right pane should provide detailed view of data selected. 
7. The solution should be able to display the entire enterprise infrastructure in different easy to understand GUI. For easier and faster effective navigation, the GUI must be represented in Two Dimensional and three Dimensional views. Also it should provide a graphical representation in Hyperbolic interface where you should be able to disclose the critical/Warning areas based on association.
8. It should also support customizable map and sub-maps of the network - with detailed topology view and intuitive drill-down capability to quickly arrive at the root cause of a problem.
9. It should provide views to monitor IT resources based on business processes. It should have ability to create an object, which should contain a group of multiple object participating in a particular business functions and thus allow administrators and operators to monitor the health of that entire business process via one object in the status map. For Example it should have capability to create views of the resources catering to applications/Departments/Business Functions such as Call Center, Billing Division, Internet Division, Finance division etc. This view should also help administrator to quickly identify the business process areas that can be impacted by performance degradation of a particular network object. 
10. Again for reflecting the real life practical business impact, the above-mentioned Business View object should represent overall Health status of the Business Process depending on the defined logic. Like If 50% of the Service objects under the Business View (Say, Finance and Billing Division) goes into warning state, convert the severity of the Finance & Billing Business View as critical to highlight the problem area clearly such that they can be serviced depending on the priority level and Business Impact.
11. It should also be able to provide a Web based personalized Window like Management Portal, which would deliver personalized management information and reports for both technical and business-focused management. It should allow administrators to set up a view that suits the unique needs of the individuals. In other words, it should facilitate delivery of infrastructure Management information (Like SLA reports, performance reports etc) through WEB interface to the people based on their specific job roles/profiles/concern areas and the content of that information will be relevant and customized to the target audience. It should also provide filters that enable specified user groups to receive personalized event notifications.
12. It should also provide time traveling capabilities, letting the operator view historical status and information by taking the management environment to any time in past. It should be possible to view state of managed objects and historical events for any specified time. It should also provide the capability to view state changes for an object available in the enterprise management repository, displaying the sequential state changes on a time line indicating when the state changed for the selected object(s).
13. The tool should provide facility for simple to define security rules, through which it is possible to control a specific user’s access to a particular data object or group of data objects. 
14. The solution should provide a flexible IP / IPX auto-discovery module that can discover SNMP / non-SNMP infrastructure across the network. 
15. The tool should have a facility to provide polling based management as well as management by exception. The polling period for the monitoring should be user configurable.
5.4.1.4.2.  Service Level Management and Reporting

1. The product should provide full-fledged Service Level monitoring and reporting capability using which administrator should be able to define metrics to be measured, measure on such metrics and do comprehensive service monitoring and web-based reporting based on service availability, downtime and response.
2. The tool should be able to measure and collect data from, and set service level reporting on ICMP echo (ping), SNMP MIB variable, services like HTTP, if required. Alerts should be available when the SLA is violated.
3. Should provide Service level management capabilities with detailed reports on the availability, uptime, downtime and outage information status of leased line interfaces, and critical servers.
4. The product should be able to measure, collect, and import performance and SLA data from a wide range of sources, including performance Management modules.
5. The solution should integrate with the EMS solution to deliver unparalleled functionality and collect service management data from objects in predefined business process views creating new report groups. It should also monitor the severity status of these objects for availability in the context of set SLAs. 
6. It should have facility to send potential breaches of SLAs to the event management console of the Enterprise Management system (for example, sending alarms based on availability measurements for web servers, DNS servers, SMTP servers etc.) or to the notification workspace in Management Portal.
7. The Product should be able to monitor and report on availability, delay of target IP nodes – i.e. router interfaces - and also monitor and provide reports on historical utilization of CPU, memory of monitored servers running SNMP and EMS system agents.
8. It should have a Java Enabled WEB Based user Interface through which Administrator can access all administrative tasks and operational status monitoring. Similarly it should produce a WEB based interface to the users also for accessing the SLA reports etc.
9. The tool should provide flexible presentation of data in reports, including tables and bar or line / graphs available through Browser interface.
10. It should provide a status view of all data collections and systems involved, group data collections into report groups and assign them individual service goals and business hours if required.
11. It should be able to presents results relative to previously defined service goals and as deviation reports, which includes only results that exceed previously defined service goals.
12. It should have capability to generate and publish service level reports, which can be based on the policy. It should also permit export of service level reports to another (external) web server accessible to users or customers, if required, and the capability to integrate with the Management Portal so that the report can be published if required.
13. It should have a Report Configuration Tool, which can be used to tailor reports to view data collected within intervals of interest only, such as business hours, days or weeks. You should be able to filter the reports to show the level of details to suit job function or interest. It should present reports on a business’ process, geography, organization, customer, service goals and business hours. It should also depict each group with descriptive, user-friendly names.
14. The product should automatically generate service reports in batch mode and should have capability to upload the reports automatically to a remote web server.
15. It should be able to monitor service Level Incidents to indicate what factors affect noncompliance. It should also highlights periods when external factors, such as power outages, are responsible for noncompliance with SLA.
16. The product should have ability to comment on and classify service incidents and enforce quality control before reports are distributed or exported to avoid improper representation of the data.
17. There should be an Intuitive Report Wizard thr’ which you should be able to define report groups and report definitions, which also simplifies report production.
18. The product should be scalable. It should support data collectors distributed across locations on collect systems, which should be able to gather and measure statistics from the IT infrastructure if required. Distributed data collection and measurement architecture should be available that makes the offering a scalable solution for networks, regardless of size.
19. Should have capability to integrate with the SNMP MIBs for creating performance reports.
20. SLA Reports should be directly published to the Management Portal with role based access permissions to the report.
5.4.1.4.3.  Network Management

1. The solution should monitor performance of WAN and LAN infrastructure including monitoring real time and historical data using SNMP/ RMON I / RMON II standards. For example Buffer /CPU utilization, Link Utilization, Error rates etc. on a CISCO Router.
2. The tool should be able to monitor the performance of Network devices like routers and Switches and create historical and Real time reporting of the same. Reporting to include Network trend analysis on performance, availability, interfaces inbound and outbound errors, interface BW utilization, fragmented packets etc, which should help in network diagnosis and capacity planning.
3. It should also provides flexible thresholds which when violated can provide notification via various methods such as e-mail, SMS (via e-mail gateways), pop-up messages, banners etc. to facilitate Proactive network Management.
4. Capability of integrating with third party element manager – like Cisco Works. 
5. It should be able to provide various real-time and historical reports, providing the ability to format and present data in a graphical and tabular display on the same GUI helping networking administrators to compare real-time anomalies with the history.
6. It should support automatic base-lining on network performance data and thresholds that can be adjusted as required, based on data collected.
7. The solution should offer comprehensive service level monitoring on the network health / performance and generate flexible WEB based reports against the Defined SLA.
8. The solution should offer the administrator an WEB based interface for a full-fledged Service Level monitoring and reporting capability of the network using which administrator should be able to define metrics to be measured along with the defined service goals. It should also provide WEB based reports and a WEB interface through which administrator and users can access the SLA reports.
9. It should provide Service level management capabilities with detailed reports on the availability, uptime, downtime and outage information status of leased line interfaces, and critical network device interfaces.
10. The product should be able to create WEB based SLA focused reports on the health and performance of Network Interface like BW utilization on serial interface of the routers, CISCO queue drops, error on a router interface etc. 
11. The Product should also be able to monitor and report on availability, Network Delay, delay of target IP nodes – i.e. router interfaces etc.
12. The solution should be able to generate WEB based reports on the service response time (Like Cashiering, Geneva, Clarity, HTTP, SMTP, FTP, DNS etc.).
13. It should have facility to send potential breaches of SLAs to the centralized event management console (for example, sending alarms based on availability measurements for a critical router interface) or to the Management Portal.
14. The tool should provide flexible presentation of data in reports, including tables and bar or line / graphs available through Browser interface. It should be able to presents results relative to previously defined service goals and as deviation reports, which includes only results that exceed previously defined service goals.
15. It should have capability to automatically generate and publish service level reports to another (external) web server or a portal accessible to users or customers, if required.
16. It should have a Report Configuration Tool, which can be used to tailor reports to view data collected within intervals of interest only, such as business hours, days or weeks. It should be possible to generate daily, Weekly SLA focused reports on Network device performance, Availability, response time, Network Delay etc.
17. You should be able to monitor service Level Incidents to indicate what factors affect noncompliance. It should also highlights periods when external factors, such as power outages, are responsible for noncompliance with SLA.
18. The product should be scalable. It should have support for data collectors (as and when required in future) distributed across locations on collect systems, which should be able to gather and measure statistics from the IT infrastructure. 
19. Network Device Management Reports should be automatically scheduled and automatically published to the Management Portal in Graphical/Textual HTML format. (Like Bandwidth Utilization, Segment utilization, errors etc.).
20. The solution should offer a management portal, which should create and publish Network Management Reports (BW Util, CPU Util, Alert events, Error reports etc.) on Demand or as scheduled with Graphical/Textual Representation.
21. The solution should have capability to integrate with SNMP Device/Host MIBs to create historical performance reports based on Predefined SLAs for facilitating capacity planning. Performance Management and identifying Performance bottleneck in the servers.
22. Any Network related Exception and disorder should automatically generate helpdesk tickets into the proposed helpdesk solution.
5.4.1.4.4.  Asset and Inventory Management

1. It should provide inventory of hardware and software applications on end-user desktops including information on processor, memory, operating system, mouse, keyboard of desktops etc. through agents installed on them.
2. It should have reporting capabilities, provide predefined reports and the possibility to create customized reports on data in the inventory database. Report results should be displayed as lists or graphs.
3. It should provide facility for user defined templates to collect custom information from desktops. 
4. It should also provide facility to recognize custom applications on desktops. It should also be possible by the administrator to register a new application to the detectable application list using certain identification criteria’s (Like executable, Date/time stamp etc.). It should enable the new application being detected automatically from next time, the inventory is scanned.
5. The tool should have facility to incorporate details of discovered devices like switches, routers and printers from enterprise management if required.
6. It should provide facility for queries and automated policies to be set up and permit scheduling of collecting engines to pick up the data at defined intervals.
7. It should be able to collect WBEM information from the supported desktops.
8. The tool should be able to find out specific files and directories on a workstation based on queries.
9. Scalability and Enterprise Installations: the proposed asset management solution should have an enterprise domain technology in place, which should allow synchronization or concentration of data from multiple asset management solution domains into an "over"-Domain. The enterprise level should have full control and functionality over the sub-domains.
10. Software metering should be supported to audit and control software usage. Should support Suite Metering to allow simultaneous usage of more that one component of an application suite while counting only as one used license.
11. Should support Dynamic grouping for enabling assets to be grouped dynamically based on some pre-defined criterions. Like a Group can be able to display how many and which computers has a specific application installed. As and when a new computer get the new application installed it should dynamically add to the group. Another Example: If a hardware upgrade is taking place, two Dynamic Groups can be created; one to reflect the computers not yet upgraded, the other group, the upgraded computers.
12. The proposed asset management solution should have the wide support for clients. This includes all desktop systems, including Windows and OS/2, as well as several UNIX systems, Linux etc.
13. There should be a built-in query tool, which should query data from any of the Asset Management modules. Query results can be stored in the console. 
14. Should have WEB based interface.
15. Should have a strong Reporter Tool to create reports based on Templates. Reports should be highly customized based on customized templates. Reports should be created in csv and HTML format and also should have capability to be published on the proposed Portal.
16. It should be able to integrate the reports to the proposed Management Portal.
17. The solution should support creation and maintenance of Asset Management Policies. And it should be able to use the query tool to identify specific instances of concern like policy violation (presence of prohibited applications/games and old versions etc.), inventory changes (Memory change etc) and accordingly it should perform several actions as reply. These actions should be identified as: 
a) Sending a mail 
b) Returning a job to the computer with the problem 
c) Sending messages to the NT log or Framework log or its internal log 
d) Writing to files, sound an alarm 
e) Adding the computer to a Group
f) Message to scroll on Monitor screen of the administrator etc.
g) Policy Violation should be able to automatically raise helpdesk tickets to the proposed helpdesk.
18.  Should support Off-line and On-line Metering: In the proposed asset management solution. There should be two ways of metering.
a) Passive metering, where all information is logged locally and no network connections are needed. 
b) Active metering, which requires a network connection to a shared drive
5.4.1.4.5.  Help Desk Specifications

1. The Solution should offer Comprehensive service desk functionality with easy management of the entire problem resolution process. The solution should support Request Management and Change Order Management.
2. It should integrate with event management and support automatic problem registration, based on predefined policies. 
3. It should provide complete WEB/Browser based interface to both the users and the Analysts. It should be able to integrate with proposed Network and Event Management solution to raise automated trouble tickets on certain events (Like Network related issues etc.) based on predefined rules.
4. It should support request escalation and Notifications. Notification methods should be supported and should be customer definable including email, fax, telephone and pager.
5. It should provide status of registered calls to end-users over email and through web. It should also have the ability to track work history of calls to facilitate troubleshooting.
6. It should support tracking of SLA (service level agreements) for call requests within the help desk through service types.
7. It should have the capability of assigning call requests to technical staff automatically based on the Location, Work Shift and Load of the analyst. 
8. It should be ITIL Compliant and certified by Pink Elephant. The solution should support Incident Management, Problem Management, Change Management, Service Level Management.
9. It should have a provision for Customer Surveys to collect user feedback to improve service and increase customer satisfaction.
10. Announcements should be posted manually or automatically (via event monitoring integration) for proactively informing users of issues, helping to prevent unnecessary/redundant trouble tickets.
11. System administrators should have the ability to manage which users have access to what data at the record level.
12. The solution should have support for Knowledge Management tools (as and when it is required in future) which should integrate with the Helpdesk Solution.
5.4.1.5.  Quality of Service and Traffic Engineering

1. Traffic prioritization:  For the purposes of this document, the term “Traffic Prioritization” refers to the ability to guarantee the response time of one type of traffic over another.
2. DiffServ Model should be used to classify and mark traffic within the network.
Geneva, Clarity traffic must take priority over all other application traffic.  SLT network users are very sensitive to changes in response time.  Therefore Geneva, Clarity traffic response times must not be perceptibly slower when other applications are added to the network.  Specifically, there should be no difference between Geneva/Clarity response times when there is only Geneva/Clarity traffic and when Internet and other applications fill the network.

The priority of traffic may change, but for the design purposes the Bidder can assume:

	Priority
	                  Application Traffic

	Highest
	1
	Multimedia, Call Center

	
	2
	Geneva, Clarity, Cashiering

	
	3
	TMIS, TFIN, SICOS

	Lowest
	4
	Internet/ Email


3. Bidder should provide configurations and monitoring tools to implement Quality of Service (QoS) for network traffic carried through the network (It should be possible to change the Configurations on the FLY)
4. When implementing Class of Service (COS) , Classification and Marking of traffic should be done at Head office Access Layer Switch, and at the Branch Office as far as possible, and not in the Core network.
5. Traffic shaping for the traffic carried from Head office to remote office should be done at the Core Switch at the Head Office.  
6. Traffic shaping for the traffic carried from Remote Office to Head Office should be done at the Branch End router, and not in the Core network.
5.4.1.6.  Power Management

Bidder should propose and implement a fully-pledged central power management system. 

1. It should be capable of monitoring co-relations of network devices and Power sources.
2. It should be capable of monitoring and managing SNMP enabled UPS devices.
3. It should be capable of integrating Auto shutdown feature depending on the power status of the respective UPS which it draw power.
4. It should be capable of monitoring quality of power supply and generate reports.
5. Correlation between equipment powered by a particular UPS and equipments should capable of showing in a map.
6. It should provide reports on power outages occurred and service level failures.
7. If the systems are switched to standby mode due to power problem, a trouble ticket should be generated automatically.
8. Lightning and Surge Protection:  As an optional item, Bidder shall propose necessary lightning and surge protection at the Head Office Core network, Tertiary Centers, and DRS.
5.4.1.7.  Networked Printer Management

Bidder should implement a printer management system to manage the multi vendor network printers 

1. It should be capable of monitoring print queue of the print servers.
2. It should be capable of monitoring the printer spooler service of the print server.
3. The printer status of network printers should able to monitor.
4. All the network printers should be taken in to maps based on the location and the administrative boundaries. It should show toner level, printer errors and other malfunctions
5. If there is a critical problem in a printer, automatic trouble ticket should be generated
