ADVANCED COMPUTER NETWORKS (545) (ACN)
Reference Books
Data Communications, Computer Networks and Open Systems. written by Fred Halsall
Data and Computer Communications, Sixth Edition by William Stallings
After 4 lectures
-
Assignment 1
After 8 lectures        -
Assignment  2

After 12 lectures        -
Assignment  3

ASSIGNMENT 1    -  Submission Date  - 16th Feb 2013
1) Describe Important Standard bodies and their functions

2) List down important Forums such as Wimax, DSL

3) Composition Of   Internet Society.
4) Find Out Reference Architecture Of  GSM reference architecture,UMTS,3GPP2 and ISDN

5) Give a brief description about each layered Model
ISO/OSI   Layer

ISDN Model

X.25 Model

ATM Model

IEEE 802.3 LAN Model

6) Draw the Following models

7) Describe ITIL(IT Infrastructure Library)

8) List Down important Protocol

IP

TCP

UDP

ARP

RARP

9) Describe some new protocol

RTP
RTCP
SDP

STP
H.323
Lecture  
Introduction to Data Communication

Data transmission


1.
Time domain representation


2.
Periodic Fourier analysis Pattern


3.
Non Periodic fourier transformation non pattern


4.
Measurement of signal power level


5.
Noise power level/Noise poer density

6.
Bit error rate(BER)
7.
Clock recovery/Error detection

Network Devices

NIC

Hub/Repeter

Switch

Router

Bridge

Firewall/IDS

Wireless Access point

Media Converters

Gateways

DHCP server

DNS server

Security Devices

Firewall

AAA server
RADIUS Protocol(Time based)

Diameter(Qos Based)

Active directory (LDAP)

Data Communication

1. Linear system and non-Linear systems

2. Time varying and time invariant system

3. Error detection methods

4. Practical  error correction methods

I. Block codes

II. Cyclic codes

       5.
Backward error correction method

       6.
Forward error correction

Fundamental of Information Transfer

1. Source coding/Data compression

2. Different types of source coding methods

I. Haffman coding

II. Shannon Fano coding

III. Arithmetic coding

3. Data compression methods

I. Audio compression-MP3

II. Image compression-JPEG
III. Video compression-MPEG
4.
Channel coding(Error coding)

I. Forward error coding

II. Backward error coding

III. Hybrid error coding
5. Encryption Method

I. DES

II. RSA

Lecture (Implementation of a network)
1) Required Analyzing
2) Design network

3) BOQ(Bill-Of-Quantity)

4) Estimated Cost

5) Budjeting

6) Call tenders/evaluate/quotation( procument )

7) Operation and Maintenance

Required Analyzing
1) Area-locations
2) How many users

3) Types of application

4) Usage times

5) Available budget

6) What kind of users

7) Requirement performance for each

8) Main operations

9) Types of devices

10) Confidentiality of Data

11) Allowable downtime

12) Types of users how they access the network

13) Required service level

14) Technical knowledge

15) Required services

Design the network

1) Locations
2) Type of local area network

3) Wide area network

4) Type of users
Administration
Database administration

5) Network security
6) Network hardwear and servers

7) Technology current and future

8) BCM and disaster recovery

Call Request for Proposal (RFP)

Prepare a BOQ

Implementation

Testing

Operation of the network

Maintenance(ITIL)

ASSIGNMENT 2 – 16 march 2013
1) Write the important steps to be followed in implementing and maintaining a new network to a company which has branches island wide.
2) Case Study
Design & Implement a Network for ABC Company
ABC company is a multinational company which needs to start a branch in Sri Lanka.  It is a manufacturing company of network devices.  They expect to do both manufacturing and sales in Sri Lanka.  In addition they need to build a large Data Centre.

The company Head Office will be located at Piliyandala.  It has a three multi storied buildings and a large store building.  The manufacturing plant will be located at Matara since the transport from Matara to Colombo and Matara to Hambantota Port is easy.  The regional centres are established in all major towns.  Sales outlets are available at all towns including Monaragala and Buttala.  A research centre will be established at Maharagama.

The company needs to build a computer network which will cater the following.

1. Build a LAN at each location.

2. Connect all branches by using a VPN.

3. Connect to global head quarters in California-USA by using a global VPN.

4. Provide connectivity to Data Centre at Seeduwa and disaster recovery site at Hambantota.

5. The database administrator, systems administrator etc. should be able access to the Data Centre from their residence.

6. The sales officers should be able to check the availability of goods and accept any sales request from the customers from the customer premises.

7. Build IP PBX to communicate among the branches.

8. Video conferencing facility among the regional branches.

Important factors to be considered

· Monaragala area does not have wired data connectivity but mobile 3G service and WiMAX are available.

· Buttala area does not have wired data facility or wireless data facilities. 

· Many application software are used by the employees.

What you have to do?
1. Design the Network.

2. Select the technologies.

3. Prepare a BOQ.

4. Prepare a Tender Document.

5. Implementation steps.

6. Maintenance of the Network.

Reference- top-down-network-design-3rd-edition 


Procument document
Lecture(IPV6)

Next Generation: IPv6
· Understand the shortcomings of IPv4 
·  Know the IPv6 address format, address types
Categories of   Addresses

· Unicast Address

· Multicast Address

· Anycast Address

·  IPv6 header format
· Comparison between IPv4 and IPv6 packet header

· Extension header types
· Hop-by-hop option header format

· Source routing
· Fragmentation

· Comparison between IPv4 options and IPv6 extension  headers
Reference - Next Generation: IPv6 and ICMPv6 TCP/IP Protocol Suite
Lecture (Information Security)

· Cloud Computing

· Information Security Policy

· CIA Triad

· Access Control

· Physical Access Control

· Administrative Access Control

· Technical Access control
· Description   about 10 domains of CISSP
· Information security management system (ISMS)
ASSIGNMENT -03  Submission Date  - 20th April  2013
1) Write a brief description on 10 domains of CISSP
Reference book - first edition of the Handbook of Information Security Management, published in 1993.

2) Explain the importance of Information security policy, and steps to be followed to plan ,Do,Check and Act of an ISMS

3) Briefly Explain the following

· Concept of digital signature

· Role of key management in entity authentication

4) Breifly Explain the concept of cloud computing

Reference book/PDF –

1.Cloud Computing Thirumal Nellutla, Senior IT ArchitectJohn Teoh, Senior Technical Staff Member
